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ANSWERS
	Part
	Answer
	Mark
	Additional Guidance

	2 (a)
	Disk mirroring means that disks are used in pairs. 

Every time data is changed on one of the disks the mirror process makes the same change to the other disk.
	1


1
	Accept “disks are configured using RAID 1”.

Mention of two discs is 1 mark. Mention of simultaneous or synchronous is 1 mark.

	(b)
	Advantage is that if one disk fails, the other disk still has all the data.

Disadvantage is that it is twice as expensive / uses twice as much power / takes up twice as much space.
	1

1
	

Only one reason needed.

	(c)
	Mirroring does not protect against fire / theft / etc.

Mirroring does not protect against accidental deletion of files / corruption of data / hacking.
	1

1
	Must show understanding that mirroring only protects against physical failure of one disk – no protection against other data problems.

	Total
	
	6
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ANSWERS
	Part
	Answer
	Mark
	Additional Guidance

	9 (a)
	A firewall monitors all network traffic coming into it and going out from it.

It has a set of rules to decide whether to allow the traffic to pass or not.

The rules will be based on the port used for connection, the protocol or some other detail of the data.
	1

1

1
	1 mark for monitoring traffic.

1 mark for recognising that there is a rule set.

1 mark for giving some information about the type of rule (eg port, protocol – don’t need all of them).

	(b) (i)
	Used to verify that the content of the file has not been tampered with or accidentally corrupted since it was created. 

Used to authenticate that the message came from the same stated address and / or sender. 
	1


1
[Max 1]
	

	(b) (ii)
	It is created by combining the signer’s private key with the contents of the document using a standard algorithm.

The receiver of the document will have access to the signer’s public key. A standard algorithm is used to make sure that the document was signed using the signer’s key.
	1


1
	Need to mention signing with private key and testing against public key.

No need for any details of algorithm.

	Total
	
	6
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ANSWERS
	Part
	Answer
	Mark
	Additional Guidance

	10 (a)
	Use an up to date virus scanner / anti-virus program on the computer.

Avoid clicking on links in an email without first viewing the URL of the link.

Avoid downloading software without checking that it is likely to be safe.

Avoid ‘pirate’ software.

Avoiding ‘dubious / unfamiliar’ sites.

Installing anti-spyware, anti-phishing software etc.

Avoid sharing external storage devices.
	1

1

1

1

1

1

1

(Max 2)
	Any 2 reasonable points.
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ANSWERS
2a) 
Identify compromised data in order to enact remediation protocols.
Restore critical information and minimize downtime.
Frequently accessed files in highly classified vaults can be directly obtained from share

2c) 
Data security is the practice of protecting digital information from unauthorized access, corruption
Privacy/Confidentiality – information that should be available only to authorized users.
Integrity means that information cannot be lost or changed from its original state.
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ANSWERS
Passwords can’t be transmit in plain text, for instance with using JS, because it’s not secure and private data can be stolen.
Strong password when password contain symbols, numbers, characters, also letters with different cases (lowercase, uppercase)
For protect internal devices and software from vulnerability (malware, damage and stolen important information and data)
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ANSWERS
	Part
	Answer
	Mark
	Additional Guidance

	10 
	Identifies issues involving hacking.


Identifies issues involving malware.


Identifies issues around speeding. 


Identifies issues around accidents.
	1 per issue [max 2]

1 per issue [max 2]

1 per issue
[max 2]

1 per issue
[max 2]

	

	Total
	
	5
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ANSWERS
	Part
	Answer
	Mark
	Additional Guidance

	7
	
	
	Require password to log on to the computer. This prevents access to files by unauthorised users.

Make sure that regular backups are taken in case the disk fails.

Save multiple versions of critical files which will allow the user to revert to an earlier version if unwanted changes are made

Use anti-virus software to protect against damage due to malware
	1+1


1+1

1+1


1+1

Max 4
	1 mark for each reasonable method and 1 mark for reason for its use

	Total
	
	4
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ANSWERS
	Part
	Answer
	Mark
	AO
	Further Information

	4(a)
	Website must require password.

Database should be encrypted to protect against access to the stolen data.

Computer systems storing the data should be firewalled so that only access is via website.

Log should be kept of all access so that intruders can be identified.
	1

1

1

1

[max 3]
	AO1
(2)

AO2
(1)

	Allow https protocol, backup, mirroring, LAN (without Internet) and other reasonable answers with descriptions.
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ANSWERS
	Part
	Answer
	Mark
	AO 
	Further Information

	5(a)
	Brute force

Dictionary attack
	1

1

[max 1]
	AO1
	Allow other cracking methods.

	(b)
	Brute force means that a computer program will build all possible strings.
Each string is tried against the account to see if it is the correct password.

OR

Dictionary attack means that a computer will take each word in a dictionary in turn.
Each string is tried against the account to see if it is the correct password.
The dictionary is made up of commonly used passwords.
	1

1



1

1

[max 2]
	AO1
	The description of the method must match the stated method in question 5(a).


	(c)
	Brute force
Choose a very long password.

OR

Dictionary attack
Choose a password that is not in a dictionary.
Add numeric / punctuation / etc.
Is made up from other words.
Uses other character sets.
Uses upper and lower case.
Do not use names, dates, the same word twice or words with number appended.
	1




1



1

[max 1]
	AO1
	The protection method must match the stated method in question 5(a).

Allow answers:
requiring users to create complex passwords;
limiting the number of times a user can unsuccessfully attempt to log in;
temporarily locking out users who exceed the specified maximum number of failed login attempts.



	Total
	
	
	4
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ANSWERS
	Part
	Answer
	Mark
	AO
	Further Information

	(c)
	Increases data security.

If one disk fails the other disk contains the data.
	1

1

[max 1]
	AO1
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ANSWERS
	Part
	Answer
	Mark
	AO
	Further Information

	10(a)
	Open source software means that the source code of the program can be seen by anyone
	1
	AO1
	







MAX = 3 (Max 2 mark from EACH)

	
	OR
closed source only allows the binary content to be used
	
1
	
	

	
	You can make changes to open source code
	1
	
	

	
	OR
You cannot make changes to closed source code
	
1
	
	

	
	Closed source software is subject to copyright
	1
	
	

	
	Copyright in open source software is normally retained by the 
author …
	1
	
	

	
	… but you can make changes to it provided you acknowledge the original author
	1
	
	

	10(b)
	Adware: 
Unwanted adverts on the computer
	
1
	AO1
	



MAX = 6






Accept any other valid malware with a relevant ethical issue

Note: There is no mark for only identifying the type or name of malware


	
	Privacy is compromised and adverts are usually obtrusive
	1
	
	

	
	Virus:
Can destroy / corrupt data
	
1
	
	

	
	Can spread to other people’s computers
	1
	
	

	
	Trojan:
Deception to accept other unwanted software
	
1
	
	

	
	This software could be harmful
	1
	
	

	
	Keylogger:
Reveal passwords
	
1
	
	

	
	Access personal information
	1
	
	

	
	Botnet:
Computer performance is degraded …
	
1
	
	

	
	… can be used for illegal purposes
	1
	
	

	
	Ransomware:
Access to computer data denied / encrypted
	
1
	
	

	
	Payment for access to computer
	1
	
	

	Total
	
	9
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ANSWERS
	Part
	Answer
	Indicative Content 
	AO
	Further Information

	10

	Mark Band 3 – High Level (6 – 8 marks)
The candidate demonstrates a thorough knowledge and understanding of a wide range of considerations in relation to the question; the material is generally accurate and detailed. 
The candidate is able to apply their knowledge and understanding directly and consistently to the context provided. Evidence/examples will be explicitly relevant to the explanation.
There is a line of reasoning presented with some structure.
The information presented is relevant and substantiated. 

Mark Band 2 – Mid Level (3 – 5 marks)
The candidate demonstrates reasonable knowledge and understanding of a range of considerations in relation to the question; the material is generally accurate but at times underdeveloped.
The candidate is able to apply their knowledge and understanding directly to the context provided although one or two opportunities are missed. Evidence/examples are for the most part implicitly relevant to the explanation. 
The information presented is in the most part relevant and supported by some evidence. 

Mark Band 1 – Low Level (1 – 2 marks)
The candidate demonstrates a basic knowledge of considerations with limited understanding shown; the material is basic and contains some inaccuracies. 
The candidate makes a limited attempt to apply acquired knowledge and understanding to the context provided. 
The candidate provides nothing more than an unsupported assertion. The information is basic and communicated in an unstructured way. 
The information is supported by limited evidence and the relationship to the evidence may not be clear. 

0 marks 
No attempt to answer the question or response is not worthy of credit. 
	Explains how passwords are used to protect access to the data of the bank system.

Explains how firewalls are used to protect the bank system. 

Explains how a user account is used to control access to the bank system.

Explains how digital signatures are used to authenticate transactions in the bank system.

Explains how biometric authentication is used to control access to the bank system.
Band 3 learners must explain that security in banks comes from many forms of security.

Examples:
· use of two factor authentication,
· use of hashing for passwords,
· not requiring users to enter entire password (e.g. “please enter digit 3 and 5 of your password”),
· use of proactive methods to check security (e.g. penetration testing).
	AO2
	Accept any other suitable method.

	
	TOTAL
	8
	
	





DATA SECURITY. DATA INTEGRITY. 2018-2019 (PAPER 2)

[image: ]


[image: ]


ANSWERS
	Part
	Answer
	Mark
	Further Information
	AO

	7(a)
	Unauthorised access to or an attempt to access data / computer / network / system.
	[1]
	
	AO1

	7(b)
	Is possible to gain unauthorised access.

Is a fault in the software/hardware.

Exposed to the possibility of harm.

Allows the system to be hacked.

	1

1

1

1

[Max 1]
	
	AO1

	7(c)
	Mark Band 3 – High Level (6 – 8 marks)
The candidate demonstrates a thorough knowledge and understanding of a wide range of considerations in relation to the question; the material is generally accurate and detailed. 
The candidate is able to apply their knowledge and understanding directly and consistently to the context provided. Evidence/examples will be explicitly relevant to the explanation.
The candidate is able to include reference to the impact on all areas showing thorough recognition of influencing factors.
There is a line of reasoning presented with some structure.
The information presented is relevant and substantiated. 

Mark Band 2 – Mid Level (3 – 5 marks)
The candidate demonstrates reasonable knowledge and understanding of a range of considerations in relation to the question; the material is generally accurate but at times underdeveloped.
The candidate is able to apply their knowledge and understanding directly to the context provided although one or two opportunities are missed. Evidence/examples are for the most part implicitly relevant to the explanation. 
The information presented is in the most part relevant and supported by some evidence. 

Mark Band 1 – Low Level (1 – 2 marks)
The candidate demonstrates a basic knowledge of considerations with limited understanding shown; the material is basic and contains some inaccuracies. 
The candidate makes a limited attempt to apply acquired knowledge and understanding to the context provided. 
The candidate provides nothing more than an unsupported assertion. The information is basic and communicated in an unstructured way. 
The information is supported by limited evidence and the relationship to the evidence may not be clear. 

0 marks 
No attempt to answer the question or response is not worthy of credit.

	Indicative content:

Ethical
· “white hat” hackers can find vulnerabilities and report back.
· Hacking can help to improve defences for future users.
· Hacking as protest / civil action (e.g. Anonymous).
Social
· Increased online data storage and electronic system usage means more and more people need to understand risks of hacking.
· Increased need for education regarding risks of hacking (e.g. in schools / by banks).
· Digital divide – some users (e.g. elderly) are particularly at risk from social engineering and other forms of hacking.
Legal
· Law of the Republic of Kazakhstan on Copyright and Related Rights makes hacking illegal.
· Legislation that defines country borders causes issues; e.g. what happens if a hacker in the UK accesses data from a Swedish user that is stored on a server in the USA? Where did the crime occur?


	AO2

	
	TOTAL
	10
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ANSWERS
	2a
	Data security protects data from physical risks, accidental loss and hacking.
Data privacy is the necessity to protect any personal information from being accessed by a third party.
	1

1

[2]
	
	Do not accept only examples without discussion of what data security and privacy are

	2b
	Benefits
Confidentiality. Encrypted data can be read and understood only with the key.
Encryption provides security for data, during data transport and storing.
Drawbacks 
In case of key loss, data will not be understood.
False Sense of Security. There is a difference between encryption and good encryption and relying overmuch on bad encryption can lead you to make bad security decisions.
	
1

1

1

1


[max 2]
	
	1 mark for benefit and 1 mark for drawback

	2c
	Сheck the URL, for errors in writing.

Use secure https connections.

Be suspicious of any letter with attachments and links.

Do not use open Wi-Fi networks to access online banking and other financial services.


Use two-factor authentication.
	1

1

1

1

1
[max 1]
	
	

	
	Total 
	5
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ANSWERS
	8a 
	Biometric data is always with you.
Impossible to forget.
Cannot be faked (copied).
	1
1
1
[max 2]
	
	Allow any reasonable answers.

	8b
	For the question 8(b) please use the following labels:
✓C – for security vulnerabilities for collection, e.g.:
biometric data captured with errors;
fake fingerprints;
spyware data collection
✓S – security vulnerabilities for storage, e.g.:
alter or corrupt stored templates;
stored data could be stolen;
feed false data;
✓R – personal freedom and democratic rights, e.g.:
violation of data privacy;
personal data can be compromised and used without user consent;
use of data to make influence on decisions;
presenting biased information;
etc.

	
	High level (5-6 marks)
The candidate demonstrates profound knowledge and understanding of a wide range of considerations in connection with the issue; the material is usually accurate and detailed.
A candidate can apply his knowledge and understanding directly and consistently in context. Evidence / examples will have a direct bearing on the explanation.
The candidate can weigh both sides of the discussion, referring to the influence in all areas, and demonstrating a deep understanding of the influencing factors.
There is a well-developed line of reasoning, which is understandable and logically structured. The information presented is current and reasonable.

Middle level (3-4 marks)
The candidate demonstrates reasonable knowledge and understanding of a number of considerations in connection with the issue; the material is usually accurate, but at times underdeveloped.
A candidate can apply his knowledge and understanding directly in context, although one or two possibilities may be missed. Evidence / examples for the most part implicitly relate to the explanation.
The candidate makes a reasonable attempt to discuss the impact on most areas, demonstrating a reasonable understanding of the influencing factors.
There is a line of reasoning represented by some structure. The presented information is mostly relevant and supported by some evidence.

Low level (1-2 marks)
The candidate demonstrates basic knowledge of considerations with limited understanding; the material is simple and contains some inaccuracies.
The candidate makes a limited attempt to apply the acquired knowledge and understanding to the context provided.
The candidate represents nothing more than an unsupported statement. The information is basic and is transmitted in an unstructured manner.
The information is supported by limited evidence, and the connection with the evidence may be unclear.

0 points
No attempt to answer a question or answer deserves no credit.
	[max 6]
	
	




Max 6 marks for covering all three points (C, S and R)














Max 4 marks for covering any two of C, S or R 
















Max 2 marks if only one of the points C, S or R is covered.

	
	Total 
	8
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image3.png
Part Answer Mark | Additional Guidance
1(a) Used to track a user’s preferences on a website. 1 Accept any reasonable
Used to remember information about which 1 explanation — e.g. to
adverts a user has clicked. gather information
[2] about user browsing
history — to build a
profile of the user for
mailing purposes’
(b) Monitoring software can 2 Any 2 of the items
e try to retrieve pages automatically listed or other
o check for available disc space reasonable
o check website is pingable suggestions
e check backend database is running
(c) Validation means that the email address is 2 Any 2 of the items
checked to make sure it meets the rules for listed or other
format — must contain 1 @ sign and at least 1 reasonable
full stop after the @ sign. suggestions
Verification means checking to make sure it's 2 1 mark for definition

correct — the website would send an email to
that address and check that the user receives it.

4

and 1 mark for suitable
example





image4.png
10 (a) Briefly describe two types of biometric identification.

(b) Explain the difference between encoding and encryption. You should refer to the
different uses of the two techniques in your explanation.





image5.png
Part Answer Mark | Additional Guidance
10 (a) Fingerprint recognition — an optical scanner is 1 Accept any other
used to scan the fingerprint of a user and this is reasonable biometric
compared to a stored image. system
Face recognition — the camera in a phone, 1
laptop or tablet is used to take a photo of the
user and compare it to a stored image.
[2
(b) Encoding is used so that data can be transferred 2 Can refer to the fact
from one system to another — e.g. as keys are that the encoding
pressed they are encoded into numbers and the process will be
numbers can be stored on disc. The process publically known —
always uses the same code for each character. anyone with an ASCI|
table can decode
Encryption is used to prevent unauthorised 2 Encryption process

reading of data. Even if the data is acquired
unless the decryption key is known the data will
be meaningless. A different code can be used
for each character each time.

4

may be publicly known
but the decryption key
will not, hence
encryption is secure.





image6.png
11 (a) Describe two ergonomic problems that might be caused by using a tablet computer.
How can they be minimised?

(b) Sometimes a person copies material from the Internet and pretends that it is their own
work. Suggest a way in which a computer could automatically check for such
plagiarism.
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Part Answer Mark | Additional Guidance
11 (a) Eye strain could be caused by holding the tablet 2 Allow 1 mark for any
too close or far away. Can be minimised by reasonable pair of
using it in a stand if it is being used for an problem and mitigation
extended period.
Repetitive strain injury or other wrist pain could 2
be caused by typing too much or typing at a
poor angle. An external keyboard could be used
for large amounts of data entry.
[4]
(b) Use a computer program which analyses the 1 Must give some

work a sentence at a time and tries to find that
on the Internet.

Score the work on the basis of how many
sentences are found; high score suggests
plagiarism.

[2]

indication that it is not
sensible to compare
the entire work against
the web because some
work can be copied
and edited.
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2 (a) Describe disk mirroring.

(c) State two reasons why backups are needed as well as disk mirroring in order to protect
data.

[Total: 6]




image9.png
9 (a) Describe how a computer firewall works.

(b) (i) Explain the purpose of a digital signature.

[Total: 6]




image10.png
10 (a) Suggest two methods that a computer user can use to try to make sure a computer
stays free of malware.





image11.png
2 (a) A computer contains a mirrored pair of disks. Explain how this improves the security of
data.

(b) Biometric methods are used to control access to data on this computer.

Name three biometric methods that can be used.

[Total: 7]
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7 (a) A programmer needs to write program code to check that a password matches a
username for a website. The passwords are stored in an encrypted format.




image13.png
(b) Why are the user passwords for the website not stored in plain text?

[Total: 6]





image14.png
8 (a) Explain what is meant by the term strong password.

[Total: 7]
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10 Some companies are now producing cars which do not need drivers.

Discuss some of the ethical issues concerning driverless cars.

You should include the following issues:

Hacking
Malware
responsibility for speeding
responsibility for accidents

[Total: 5]
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OnuwwnTte gBa MeToda AnNs 3aluThbl KOMNbKOTEPHbIX AOaHHbIX OT NoTepu wunu cnyqaﬁHoro
nospexaeHusa.

Meton 1
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4 Alarge company is designing a website so that its workers can see information about their
wages.

(a) Describe three measures the company could take to keep the computer system secure.
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5 There are several methods to crack passwords.

(a) State one method to crack a password.

[Total: 4]
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(c) State one advantage of using two mirrored disks.




image20.png
10 (a) Distinguish between open source and closed source software.





image21.png
(b) People sometimes design web sites to deliver malware.
Using three different examples of malware, discuss the ethical issues that they raise.

The ethical issues should be different for each example of malware.

Example 1

Ethical issues

[Total: 9]
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10

Online banking is used by many people. The information that is stored is highly confidential
and needs to be protected from security threats.

Discuss the methods used by banks to secure data.

[Total: 8]
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7 (a) Define the term hacking.

(b) You read about a vulnerability on a web server for a business.

Define the term vulnerability.





image24.png
(c) Some people think that hacking is acceptable in certain circumstances. Discuss the
ethical, social and legal aspects of hacking.

[Total: 10]
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2 (a) Explain the difference between data privacy and data security.





image26.png
(c) Give one method to protect against phishing.

[Total: 5]
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8

(a) Describe two benefits of using biometric data to ensure information security.





image28.png
(b) The government collects biometric data of people.
Discuss potential ethical issues and security risks in this situation.

You should include the following issues:

« security vulnerabilities for collection;
* security vulnerabilities for storage;
* personal freedom and democratic rights.





image29.png
2 (a) Describe the term data backup.

(b) Give one advantage and one disadvantage of making a backup using physical storage
rather than online storage.

Advantage

(c) Give two reasons why authorisation data should be encrypted.

Reason 1





image30.png
(d) ()

(ii)

(e) (i)

(ii)

Describe one difference between data validation and data verification.

Give one example of data validation and one example of data verification for an
authorisation process.

Data validation

[Total: 12]
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Part |Answer Mark AO | Further Information
2a |making copy / archiving files and folders... 1 AO1
to prevent loss / to be able to restore in case of data loss 1
[2]
2b |Advantage: AO1 |Award 1 mark for
allows access to files without internet 1 advantage
Award 1 mark for
less subjected to hacking // more secure 1 disadvantage
faster download / upload time 1 Do not accept
comparisons without
Disadvantage: explanation, e.g.
harder to share access to files / archives with other users 1 ‘more expensive’,
‘faster’
possibility of physical damage / lost 1
more expensive in maintaining / upgrading 1
bringing in updates is time-consuming 1
...need to be near to use... 1
[max 2]
2c |to protect a personal information (when it is sent over the internet) 1 AO2
cannot be recognized if it is stolen / in case of data ‘sniffing’
1
[2]
2d(i) |verification is checking that the data input is the same as the source data and validation is checking if it AO1 |Award 1 mark only if

meets requirements / format

[

both terms are used
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2 d(ii)

Example of data validation:

At least 8 symbols for password

Password contains upper case, lower case letters, digits, symbols
Email contains @ and (.)

Password must not contain space / any specific symbols / Cyrillic letters

Example of verification:

double entry of email

captcha entry

verification sent to email

double authentication (by phone)

proofreading data

[max 2]

AO2

Award 1 mark for
example of validation
Award 1 mark for
example of
verification

Do not accept
validation types
(range / lookup / spell
/ format / length / type
/ presence check)
without specific
example





image33.png
2e(i) |Cannot be corrupted 1 AO1 |Award 1 mark for
AO2 |feature
every node checks transaction’s validity when added. 1 Award 1 mark for
explanation
Decentralized technology 1
there is no governing authority or a single person looking after the framework. 1
Accept explanation
Enhanced/high security 1 of data structure:
each block connected
no one can just simply change any characteristics of the network for their benefit. 1 with previous
Irreversible 1 Accept answers if
described blockchain
no one can take a public key and come up with the private key. 1 structure
Distributed ledgers 1
a public ledger will provide every information about a transaction and the participant. 1
Consensus 1
every blockchain has a consensus to help the network make decisions. 1
Faster settlement 1
a user can transfer money relatively faster, which saves a lot of time in the long run. 1
Transparency 1
everyone can see all completed transactions and their public address. 1
[max 2]
2e(ii) |financial transactions / user identification / cybersecurity technologies / banking institutions / government 1 AO1 |Do not accept brand
organisations / cryptocurrency names such as
[max 1] Bitcoin
Total 12
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4 (a) Name the law of the Republic of Kazakhstan that protects copyright and describe its
subject of protection.

(b) Name two services that you can get using E-GOV.

Service 1
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(d) Give two examples of malware and describe one problem caused by each of them.

Malware 1

Problem





image36.png
(e) (i) Explain what are cookies.

(ii) Explain why some websites show a pop-up message with the following text:

This website uses cookies. By continuing to browse this site you are agreeing to
our use of cookies.

2]
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(iii) Identify an ethical issue related to the use of cookies.

[Total: 18]
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Part

Answer

Mark AO | Further Information
4a |(The Law of the Republic of Kazakhstan) on Copyright and the Related Rights 1 AO1 |Do not accept if only
the law on copyright
intellectual property: without related rights
mentioned
works of science/ literature/ art / performances / phonograms / broadcasts of on-air / inventions, utility 1
models / industrial designs / breeding achievements / integrated circuits
[2]
4b | getting a certificate of pension contributions 1 AO1 |Accept any correct
answers listed in
view and pay tax debt 1 egov.kz website
search and payment of administrative fines and fines for violation of traffic rules 1
submit documents for various competitions 1
apply for a certificate of driver license 1

[max 2]
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4d |Virus 1 AO1 |Award 2 marks for 2
AO2 |examples

corrupt data 1
Award 2 marks for
reformat a hard disk 1 problem for each
example
completely shut down a system 1

Accept any suitable





image40.png
Worm

steal information
harm computers and networks

copy itself and spread to other computers

spread over computer networks by exploiting operating system vulnerabilities
cause damage to a system

delete files on a host system

encrypt data for a ransomware attack

steal information

delete files

create botnets

replicated itself

Trojan Horse

trick users into downloading and installing malware

installed malware allows the cybercriminal to steal data / install more malware / modify files /
monitor user activity / destroy data / conduct denial of service (DoS) attacks on targeted web
addresses

Spyware

track browsing habits / internet activity / activity monitoring / collecting keystrokes
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harvest data of account information / logins / financial data
Ransomware

restricts access to valuable files and documents until a ransom is paid

4e(i)

the file is stored on the user’s machine
data about the user is stored by the web browser
examples of cookies use:

e.g. used by websites for authentication / storing website information / preferences / targeted
advertisement

AO1

4e(i)

a website should have a visitor's explicit consent...

... to store on the visitor's computer (or device), or retrieve information off of it

The user gives the website consent to use their data if they continue to use their website
Follow to / support the privacy policy

Do not need to enter user data the next time again

AO1

4eii)

these tracking software could record more private information than the user actually knows will be
observed or willing to give out

collected information could be sold to firms, so they can sell their own business

AO1

Total
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1 (a) State two reasons why cookies might be used by a website.

(b) The website used for a social network needs to be kept running. Suggest two ways in
which the website can be automatically monitored to be sure that it continues to run.
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(c) Explain the difference between validation and verification. In your explanation, use the
example of how an email address can be validated and verified.
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